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1.1, j#3F Console %E#E SSL VPN

SSL VPN H#Igab il 13 % (1) Console i F 5E B [¥), Console (1) & il
: 9600,8,N,1.

EEH R EN LA E & m B, B+ HyperTerminal, Crt,
SecureCrt 24 #R1T . H#E# & Console £ki%#: % SSL VPN ff] Console ¥ [,
TFIR RIETT G, i i 2 o B0l BE W 54 31 B &% 8 3 B A B

1.2, HEMBRLER

E NS eI EPSINE
Welcome to the initial configuration of your server!

NOTE: Press 'y' if this is a stand-alone server or the first

machine in a clustered configuration.

If this is going to be a member of an already running cluster

press n to reboot. When you see the 'Hit TAB for clustering options'
message press TAB and follow the directions.

Would you like to proceed (y/n)?:y (Z#EY)

Note that continuing signifies that you accept the terms

of the Neoteris license agreement. Type "r" to read the

license agreement (the text is also available at any time

from the License tab in the Administrator Console).

Do you agree to the terms of the license agreement (y/n/r)?:y (ZZY)

WA 2545 2.«
Please provide ethernet configuration information
IP address:  192.168.0.190
Network mask: 255.255.255.0
Default gateway: 192.168.0.254
(EAFFHFER P Mibt, #EBAIMNKEEE.
W M4 B2 EZ/SSL VPN £ Internal Interface _£)
Link speed [Auto]:
0) Auto
1) 1000 Mb/s, Full Duplex



2) 1000 Mb/s, Half Duplex
3) 100 Mb/s, Full Duplex
4) 100 Mb/s, Half Duplex
5) 10 Mb/s, Full Duplex
6) 10 Mb/s, Half Duplex
Select 0-6: 0 (ZEZEH /' BHIEF)
Please provide DNS nameserver information:
Primary DNS server:  202.106.0.20
Secondary (optional): 202.99.8.1 (A /' ZHJDNS Hiht, aLIE A H5HI DNS R4
R \P Mkt
DNS domain(s):  juniper.net (ZEAHFZEEHLE, TR
Please provide Microsoft WINS server information:
WINS server (optional):

BATAa1LAE B

Please confirm the following setup:
IP address: 192.168.0.190
Network mask: 255.255.255.0
Gateway IP: 192.168.0.254
Link speed: Auto
Primary DNS server: 202.106.0.20
Secondary DNS: 202.99.8.1
DNS domain(s): juniper.net
WINS server:

Correct? (yin):y (B RE, ZFEY)

W 225 B
Admin username: admin
Password:

Confirm password:
The administrator was successfully created. (A7 iE 1T EPE G IK-SRIZFS)

W E SSL VPN HZHE15:

Please provide information to create a self-signed Web server digital certificate.
Common name (example: secure.company.com): timerwell.juniper.net
Organization name (example: Company Inc.): juniper

(A BARAST S HIUEBIE R, TIEHRAE)

Please enter some random characters to augment the system's random key generator.

We recommend that you enter approximatelythirty characters.

Random text (hit enter when done): dkfjlkkjffieejjkdnfkkfjiiiffoperjoootpge454646

(ZAEAHIA 30 TG HIF LU )
Creating self-signed digital certificate...
The self-signed digital certificate was successfully created.
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Congratulations! You have successfully completed the initial set up of your server.
(G REF B AT i5 0T U R S48 T #4676 SSL VPN 7))
https://<IVE-IP-Address>/admin (note the 's' in https://)
Example: https://10.10.22.34/admin
(#HE FRpg#r, &P A LLE URL https://192.168.0.190/admin & BE #4u)

1.3, {ERXNSEEERE SSL VPN

IR

_inix

THE WEE SEY WEE TAD W | A
3 3 G iy =)

OFi-0- 19 B (3] pwn fowmn @0 L5

HIHD) [ €] hietpstjj122. 168.0.190]dana-nafauthfur]_adminjwelzome. coi B ==

M Juniper’

welcome to the

Secure Access SSL VPN

Username Please sign in to begin your secure session,
Passwaord

Sign In |

Mote: This is the
Administrator Sign-In Page.

If you don't want to sign in as
an Administrator, return to the
standard Sign-In Page.

=l
[l = [T [ |5 [ rkernet

TEIXAS Web U1 TH P 3E N R R 4 1) 4 R 530K 5 AN 25 0 sl ] DL BB 2] SSL
VPN AT ¥, % SSL VPN #lia4kid fE 58 e .



—. SSL VPN ZE:AV¥E

2.1, MKEORE

FERIEEAL T FE R IR E T SSL VPN [ Internal Interface, 3 5 kRIRA1&
H External Interface.

TEX Y 2% EE “Network-->External Port-->Setting” 42~ K:
EIE

D EED SEW dEW TRO #Bu | &

Q- O [ &) O] Dmn onmx @2 15 -

Hitk(D) I@:I https:/§192.168.0. 190}dana-admin/network/network-port .cgitname=internalicmbCluster Selector=localhost Z&name=external

Rl Juniper

Central Manager

Help | Sign Dut

= System

Network

Status

Configuration
Hetwork
Clustering

Log/Monitoring

Signing In Static Routes ARP Cache

= Administrators

Enter the netwark settings and click the Save Changes button at the bottom of the page,

Authentication

Delagation Port Information
= Users

Authentication  » IP Address: I‘\BZ 168.0.150
Aeles 4 Netmask: [255 255 255.0

Hew User

= Resource Policies Default Gateway: [ie2168.0.254

Web v
Link Speed: IAuto -
Files »
Sam = Note: If you need to specify static routes, you can do so on the Static Routes page,
Telnet/S5H v

Terrninal Services »| Advanced Settings
Metwark Connect *

Meetings &RP Ping Timeout: |5 secands 2 to 300 seconds
Ernail Client
= MTLU; I‘\EDD bytes Maximurn Transmission Unit (576 to 1500)
£ Maintenance
Systemn 5 |
ImportyExport  +| Savechanges? [%
Push Config

Archiving
Troubleshooting *

Save Changes

[
[&] =t T
l.ﬁ'}Flt%l J BG4 QHLIO08 J 1] office M, .. I@Central,,‘ @Prnducts..‘l ] Defense. . | B IVE 4.1.... I @Junlpars..‘l J E| B« G@LD 1821

£ FEH, AN External Port &, BEI588 7 SSL VPN [ 28446
wWHE.

2.2, ¥ SSL VPN #Y License

SSL VPN ZIEH TAE, WA EIEN License, firbl4: SSL VPN 78N
License &% AT 1],
EM Y gs b A “Configuration-->Licensing” 52| K-



= Administrators

Authentication  +| COmpany Mame:
DelEgation L |NetScreen Evaluation 4.0 A3050 4 ¥

= Users

License kKey(s):
Authentication

v
-
Rales , E

Hew User

= Resource Policies

Web v -
Files + 4 2
SAM v

Telnet/35H v Save Changes |

Terminal Sarvices »

s
ZHHE RIEE EFEW WE@ TAD  #Eim | w
Q- O =] & ] aw Sowmn @] 0L
Hihb(Dy I@j https:/f192.168.0.190/dana-admin/license/license.cqi j b3l
[EtoH Licensing
Clustering v =
Log/Maonitaring  +
Signing In +| Mote that entering your license key signifies that you have read and agree to the terms described in the license agreement,

Metwork Connect +

o Product Summary
Madel: NetScreen-$A-3050 Advanced - 1000 Simultaneous Users
Kay: star era panorama windfall word currency operation
Systam *| company: NetScreen Evaluation 4.0 A3050 4 Week Ext.
ImpartfExpart  +| Time Left: License will expire in 26 days and 22 hours
push Config Max Concurrent Users: 1000
Archiving
Treubleshecting '| Upgrade License
UPG-M10 - 10 Simultaneous Users - 5 Simultaneous Meetings License will expira in 26 days and 22 hours

Key: vista tomorrow surface toy wrench plasma safari

GCentral Manager for Secure Access - 1 Device License will expire in 26 days and 22 hours
Key: star far rye ranger radar jacket saffron

UPG-NC Network Connect License will expire in 26 days and 22 haurs
Kev: oak scriot saophire windfall auartz welcame lookout

BAn | GO 6DQHED O 8 |[[Fofiem.., | &) Contral .| ) Products... | B Defense... | B 1E 4.1.... | B8] Juniper 5. | | ‘ &

i EEFTR, R IHA I A
A4 R PR A

TEVNIN License i FEH, H 7 Z4F Company Name #il License Key #4~%%
FEH IR AR RAE BRI

i License, 35T 1000 & A4

2.3v HRMAFIAERR S

{ERCE 56 SSL VPN 4415 B A1 License Z &, #tn] LLEH 4 SSL VPN
1o T L PR AI R &N ANV, 62045 F BT S NiE . 72 S AR
Mt AR, BT DUk FRE A SSL VPN PRI 2k SAIER /-, tHn] DLgh
B A NI VAE RS AR HEAT IAIE o X T FEA A A IEIR 55 22 MK =, AbA TR
RJETAFN SSL VPN WAIE. #iltn, FATATLAH—4> SSL VPN H 1A
UEARSS a5, NIESTEAKEEA > SCHU B s AN BT LDAP JIRS5 #5 A IE &
FAH I 53 T

EN 28 F Aty “Signing-->Authentication/Authorization” 58] T &

[t [ [ & [@ meemet
« b4 G@D WD 1828



2 Centra Hanoger —Signing Inicrosoft ttemetExplorer 161

MHHE #EEE FE( W TRD Al ‘ "
N D A - e > _ i

Qrt-O - [x B (] Pmr Jowmx &) (2- 15 [H-

HiAHD) |@'| https:j§192.163.0.190jdana-adminfauthjlist Servers.cgi

B Juniper’

L2 NETWORKS

Central Manager Help | Sign Dut

Status *| Signing In
Configuratian r

Metwark

Clustering

Log/Manitaring  +
Sign Y| New: |(Se|ecl sernver type) x| Mew Sener Delete

In

Authentication/authorization Servers Type
Administrators IVE Authentication

MRS [ |ivelocal IVE authentication

Role v .

T — M System Local IVE Authentication
i Resource Policies

web

Files v

SaM

Telnet/$5H

Termina | Services (3

Metwork Connect »
Meetings

Ernail Client %

Systern v |
ImportyExport

Push Config

Archiving 3

Troubleshooting »

[
[&] 7=t [T [&[ mnternet
t.'Eiﬂ%' B0 6EQES O |[offce. || &) centr... | TiProdu.. | @1psfen.. | B v 4.... | B uripe. .. | £ saLven | | E| @| %« G@ 2D 1857

FEXATUHE Y, & B AKE B P N E R E RS 4%, Administrators Al
System Local. HH' Administrator =& ¥ I1 SSL VPN &2 ik 5, 1 System
Local /2 SSL VPN P ¥ —> 8t I 7 IV AR 55 4% -

XA AR FATVE G0 — D E IR ST & LA, s 5O B A “New
Server”, JH7E New i Hi%$E “IVE Authentication” 152 T :



/2 Central Manager - Servers - Microsoft Internet Explorer _(®)x]

ZHHE RIEE EFEW WE@ TAD  #Eim | w
) . = 7 S0
Qrt- Q- 1 & | Pex Jowmx @] (2 L [H-
Hihb(Dy I@ https:/f192. 165.0.190/dana-admin/ auth/servers.caizauthname=ivelocalauthtype=Local j b3l
ivelocal

Configuration
Metwork
Clustsring

Logi/Manitating

Signing In

Mame: Ilvelucal Label to reference this seruer,

i Administrators
Authentication
Delegation

=i Users Password options

Authentication  +
Rales v Minimum length: |6 characters

Heaw Usar ;
e Maximurn length: IB characters
web r
lles : ™ Password must have at least |1 digits
SAM v
Telnet/35H v " Password must have at least |1 letters
Terminal Services »
e e " Password must have mix of UPPERCASE and lowercase letters
Maetings

¥ Password must be different from username
Emnail Cliznt

¥ New passwords must be different from previous password

Systern v
Impor/Export | Password management

Push Canfig

Archiving = ¥ &llow users to change their passwords

LoDl ot o [~ Force password change after |64 days

" Prompt users to change their password |14 days before current password expires L

Mote: Use options on the Administrators/Users = Authentication > [Realm] = Authentication Policy > Password page to specify which realms should
inherit the server's password rmanagement capabilities

Save Changes I Reset | B
[&] =k [T [ 5 [@ mtemet
s | 2O 60QEE O©8 | [ofie.. |[&]conr.. o pradu., | B pefen.., | B 1vE 4.... | B unipe... | 3 st vew | | @7 «B@LQ 120

TEZ UL 1Y Name Fm N GEIRSS #4247 (CRflHE: IveLocal) %M
JRE EAE N ANVA R ARk T, s s Save Changes B 5 G in—AMAGIE
RG2S HIRE T .

2.4, FINAER A

£ 2.3 (KL Users, RIATHEN S AE R S5 & B9 B i,
T~



/2 Central Manager - Servers - Microsoft Internet Explorer _(®)x]

TiHE REE BFY R TAD #SEH

| &

Q- Q- ¥ B | PO Jowmx @] (2- L [F-

Hihb(Dy I@ https:/f192. 165.0.190/dana-admin/user/find.cgizselauthserver=1&authname=ivelocalzauthtype=Local

Wl Juniper’

Central Manager Help | Sign Out

= Bl &3

LogiManitaring

=i System
Status »| Sereers >
configuranen+| IVelocal
Network, >
Clustering »
v
.

Signing In
= Administrators I
Authentication  +| ShOw users named: |* 2 Show (200 Users Update
Delegation v
= U,
= Mew... Delete...
Authentication 3
Fales v
Hew Usar Username Hame
o
web »
[© jack Unspecified Name
Filas v
EAT o ol Unspecified Name
Telnet/55H v
Elney [T user user

Terrminal Services +
Metwork Connect *
Meetings

Ernail Client

Systern v
Impoty/Export v
Push Caonfig

Archiving v

Troubleshooting +

& FE J @ G) P a n i) @ @ J OFFiceMa\I-M‘..I @ITEE’EiﬁEI‘.. ”aCentraIMana.” 1) Working Files I@JumperSSLVH. I J | @)

A New, BIRIIIALEFT @R RS 8 CAREIAER 55 %5 /& IveLocal)
RS I —ANH P

{ Syshem
Shatus .| Servers = jvelocal =
configuration  +| New Local User
Metwark ]
Sl g "I Usernare: ||
Log/Monitaring [
Signing In v Full Mame: |
Authenticate using: ivelocal

Authentication 3
Delagation 3

BN |
Authentication  *| Confirm Password: | I
Foles »
Mew Uzer

[ Require user to change passwaord at next sign in

Web

Files 3

ISR P A S fS, IAIEARSS &= Ivelocal st AT LGSR AN 8T i H 34T S 4y
HIAAIE T .

-

| Save Changes I
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2.5, 10 SSL VPN BIIAIESE;

B ANAEMIMERS BB —EBMH P8R E, TR
SSL VPN A BB 7 10 F ik S 80 e, 3 A5 FH AR LAl A 9 1 H S8
e, SR T AE DAL A B S E AL, B G K S EE SR A VR L Y R T
Juniper SSL VPN 5| A 7 IEIE Y ZhRE, 7E SSL VPN AR HIAIEAR 55 #5 n
AN ZIAFE RS, RVGEA RS ERH P, RN 78 O8RS ik
P — A ESATE — AR 5

midi“Authentication”, 53] K&

3 Central Manager - Authentication - Microsoft Internet Explorer - | = |5|
THHE) WEE SEW ke TAM  #he |
G- O- ¥ [ O Pw= vpwwe & (2 L5

HitkDy |2_°| https:ff192,165,0,190/dana-admin/realm/listRealms, coitrealmType=user j =3

¢ Juniper’

Central Manager
= System

Status | User Authentication Realms

Configuration

Hetwark
. New:. Delete |
Clustering v
Log/Maonitoring  +
2 Authentication Realm Authentication Server

= Administrators

M .local ivelocal

Authentication  »
+| [ office-realm velocal

Delegation

System Local

Authent\ca}\on H 1 docal

Raoles ¥ 2. Users 3

Mew User 3, offica-realm »

Ealms specify what server to use for authentication, how palicies are assigned to users, and restrictions on who can attempt to sign-in.

i Resource Policies

Wweb

File= *
SAM

Telnet/55H
Terminal Services ¢
Metwork Connect »

Meetings
Ernail Clisnt

i Maintenance

Systern 3 |
Impory/Export

Push Sonfig

Archiving v

Troubleshacting

I
[&l =t [ & [ mermnet

A “new”, 53 FNAE:

11



Central Manager - Authentication - Microsoft Internet Explorer _|E‘|5|
D fWEE =B e IAD FHE0 ‘ "
Q- O [x) & B e Jowax @) 5
Hitik(D) |g‘| https:jf192. 165.0.190jdana-admin/realmlistR ealms. cgi j 3|

Status | New Authentication Realm ]

Configuration  *

Metwork v

Clusteri »

Lo:jn:::uimng o[ Mame: Label to reference this realm

Siggminig) T " Description: =

= Administrators

Authentication  + =l
Delegation ’

= Users

" when editing, start on the Role Mapping page

Authentication ¢

Rales v
Hew User Servers

web »| Specify the servers to use for authentication and suthorization, To creste or manage servers, see the Servers page

Files v

S *| Authentication: ivelocal - Specify the server to use for authenticating users,
Telnet/$5H ,

Terminal Servicas #| Directory/attribute: Mone 'I Specdfy the server to use for autharization,
Metwork Connect » Accounting: Mone -I Specify the server to use for Radius accounting,

Meetings

Ernail Client

Additional authentication server

System =
ImportExport  »| You can specify an additional authentication server for singla sign-on (ss& purposes, The additionsl credentials can be specfied by the user on the

= sign-in page (the labels for these inputs sre specified by the sign-in page), or they can be pre-defined below, in which csse the user will not be —
= prampted for the credential,
Archiving v

Troubleshooting *

Authentication #2: None

Username is: & specified by user on sign-in page
© predefined as: [<USER»

Password is: & specified by user on sign-in page =
= e — =

[&] =2 EEEEEREN

£ “Name” W, JHEAH P &HBIEANNLEY
7E “Authentication” 1, EEFEHIMERS S Ivelocal SKIEH 7, &5
s “Save Changes”BI5E % 1 ISR E 0

Jt, Juniper SSL VPN IIEEANLE, AIEADN License Rl kil &1 &

e TE .

12



=. AGBSMIIRRLR

3.1, FmAe

77 1S SSL VPN (B ARIEZ 5, B A, KA
JETE SSLVPN HEELI, I FLECAM (i T P RENSTE foll 1 o 5 A4
FERTRLIRAN A D -4 BE 0 535

s

entral Manager - Status - Microsoft Internet Explorer

NMHE) SEE EEW e TRO  #EEH

SSL VPN & ¥ FLH £~ K Roles, 1 FE:

Qma- O - 1 @) )| Dn Jwsx @ (3

Central Manager
System
Status
Configuration
Hetwark
Clustering
Log/Monitoring
Signing In
Administrators
Authentication  *
Delegation 3
Users

Authentication 3

E Ejs ¥
N Uzer

=i Resource Policies

Wb ¥
Files 3
SAM 3
Telnat/S5H 3

Terminal Services »
Hetwork Connect *
Meetings

Ernail Slient

Systemn 5
ImportiExport b
Push Config

Archiving v

Troubleshooting

Hitik(D) @ https:{192.168.0.190/dana-adminfmisc/admin, cgi

A Juniper’

Help | Sign Out

"MetScreen-54-3050 Advanced - 1000 Simultaneous Users" License will expire in 22 days and 22 hours
"JPG-M10 - 10 Simultansous Users - 5 Simultaneous Meetings" License will expire in 22 days and 22 hours
"Central Manager for Secure Access - 1 Device" License will expire in 22 days and 22 hours

"UPG-MC Metwork Connect" License will expire in 22 days and 22 hours

"UPG-SaM Secure Application Manager" License will expire in 22 days and 22 hours

System Status

+ Users 3

. office-rales ¢

+ ES

. executives

. all emplayes

Last Reboot
System Date & Time Edit

ul

Logging Disk:

Max Licensed Users: 1000
signed-In Users:

Signed-In Mail Users:

=]

|@ https:/f192,168.0,190/dana-admin/roles/roles.cqi

(CEIRNCE

TSm0

13



Central Manage: crosoft Internet Explorer - | = |5|

WHHE) WAE BEY YA TAD #EH | &
) A . — ¥ = =

Q- Q- [ [ M| Pe= Jowmx & (2 L3

Hitik(D) I@ https:{192.168.0.190/dana-adminfroles/roles.cqi

A Juniper’

=

#3)

Central Manager Help | Sign Dut

Status | Roles

Configuration  *»

Hetwork
Stor 2 ,WI Duplicate... Delete. . Default Options..
Clustering 3

Log/Monitoring »

Enabled settings

Signing In ’
v
i}
I &
El Role £ BT E
cu .2 o T oy
5E 5 T ELE]
2 Rll S FUN S8 SR Sl Sl B
Users S T e e e e
Authentication » I zll employes v v
Roles R )
T [ Executives v o
AL
Resource Pol
office-roles R N v
web g O
Files 3 r Users [% VoW v v
SAM 13 Systern crested Users role,
Telnet/$5H v

Terminal Services »
Hetwork Connect *
Meetings

Ernail Slient

Systemn 5 .y
ImportiExport b

Push Config

Archiving v

Troubleshooting

[&] =2 EEEEEREN

A New Role Jin—AN

Central Manage: crosoft Internet Explorer - | = |5|
THHE SEE SEY W TAD | &
) A . — ¥ = =
Qfe-Q - [x [ M| Ler Joumz 8| (31 H-
Hk(D) |@‘| https:/{192. 168.0.190/dana-adminfroles/roles.cqi =l 23|

B

Status s

configuration +| New Role
Metwork r
Clustering »
Log/Monitaring  +
Signing In
= o MName:
Ad trators
Authentication  »| DESCription: =
Delegation »
Users
Authentication 13 N
Roles s
Hew User Options

Resource Pol

Session and appeatance options are specified in Default Options, Check the following if this role should override these defaults,

web v
Files 3

SAM v ¥ Session Options
Telnet/s5H 3 p uI Options

Terrninal Services ¢

Metwork Connect »
Access features
Meetings

Erriol el iz Check the features to enable for this user role, and specify any role-based options. Mote that features disabled here may be granted by

other raoles assigned to the user.

Systam 3

IrmpotyExport 3 [ web

Push Config I” Files, Windows
Archiving 3

" Files, UNIX/NFS

I Secure Application Manager

Troubleshooting *

C windows version

 Java version
" Telnet/SSH

[&] =2 EEEEEREN

14



3.2\ ftamst

FERINE MGG, B AT A ONS  TAE, BN — D P AES A
W25, AR By SSLVPN H i —ANM A, X R A eI XA A
L TREfS F SSL VPN ) Dl BE AR HURIX A 1 €4 i 8 U7 Il Al A I 55 05 RO ACR) o
L, Office-Realm #1f# F /4, 5 Authentication->Office-Realm->Role
Mapping, 32| K

&} Central Manager - Authentication - Rules - Microsoft Internet Explorer — =] x|
THE B EFW W IRD o ‘ [

QrE - - [x] @] | POmx Joemr €] 2 L -

Hichi(D) Iﬁj https:ff192, 165, 0,190/dana-adminfrealm/rules,caizrealmType=user&PolicyRealm=4

W Juniper’

= NETWORKS

Central Manager Help | Sign Out

= System

User Authentication Realms =

Status £
office-realm

Configuration
Hetwark
Clustering

Rale Mapping

LegfManitering

Sloming:In Specify how to assign roles to users when they sign in. Users that are not assigned a role will not be able to sign in.

e Rule... Duplicate | Deletel LILI Save Changes

= Administrators

Authentication 3

Delegation ,

= Users

Authentication  »| = ; .

= » when users meet these conditions assign these roles Rule Mame Stop
olas »

Mew User [ 1. username is "*" —+ office-roles

Web 3

Files » . .

— .| ‘hen more than one role is assigned to 3 user:

Telnat/S5H *| &+ Merge settings for all assigned roles %

Terminal Services »
Metwork Conned »
Meetings © User must select the sets of merged roles assigned by each rule

Email Client

Mote: Users that do not meet any of the above rules will not be able to sign into this realm.

 User must select from among assigned roles

Systam v L
ImporyExport b

Push Config

Archiving 5

Troubleshaoting

=]
[E] 7=t EEE

i%&# New Rule...

15



43 Central Manager - Authentication - Microsoft Internet Explorer HEE

D fWEE =B e IAD FHE0 ‘ w
Qrt- Q- [x & G| Lax Jewmx @ (312 H -
Hitik(D) |§"| https:jf 192, 168.0. 190/ dana-adminfrealm ralemapping. caiPnewPalicyRoleMapping=18PolicyRealm=48realmType=user j 3|

K IR E-TEH )

Central Manager

Help | Sign Dut

w| Yser Authentication Realms > office-realm >

.| Role Mapping Rule

v
| Rule based on: |Username - Update
. | =] Updats |

MName: | Cptional (used with the "select the sets of merged rales” setting)

" Rule: If username...

[is = ’ =] 1 more than on= usermame should match, entar ane usermame per line. Yau can use * wildcards,

|

y| -.then assign these roles

Available Roles; Selected Roles:

all employee Add > | none)
executives

office-roles Remove

Users

[~ Stop processing rules when this rule matches -

Save changes?

Save Changes Save + New LI

EES TSm0

FECis™ )N hi g B T SCARE R N R P 44, AT RAGR S — EAR I
F %, WATLAER TR 4, Bin: “*” Zom MERH . 78 “Available
Roles: ” NHISCAMES, EFAHMNKA T, MG
Bl W R B ECATE H A BCZS Users XA, TR ZLE”1S” N i g i
WESCAKEFIAN “*”, fF “Available Roles” Hik#% “Users” A%
“Selected Roles” R[],
XA FH P B0 A o R S8 3k 57 B o

3.3\ INREIRIR

Juniper SSL VPN EH=AThRetid, —AN 25T Web Dige 0L =1
Core fitl, —AEMRIE C/S Z5MNH (FlU: Lotus,Exchange,ERP %) SAM
TP IR J5 — AN 4 = 2 W 28 JEH2 1) NC L.

WRIEB A License, & — G RATAAMIIREBHGZA—FEH, X7 SSL
VPN 1000, 3000 #11 5000 %41, HH1¥] Core DyReiiHEbnliiit), HoihD)Ress
B B SE Y, Xt T SSLVPN RA—500 £ 51'E H B NC [uhhekit, H

16



b Ty AR B 75 L AR ST

B2 — B B T IR Th ey, (HEx TARKA TG, fhaei
i SSL VPN HJZhBERLHLE A —HEH]

N, ERATESL DA ER, AT RAE b Rl T AT 2 RE B D RERL R,
LA A e L BE(E A Web R Files JL=, A @IE R LUER Secure
Application Manager [{]Zh#E .

3 Central Manager - Roles - Microsoft Internet Explorer 1= x|
MHHE) SEE EEMW Wt IAD #E0 ‘ "
s N AL ? .8 3
Qre-Q - [x _ll|/- ?’Ei\&\f'&ﬁ%{_‘” =N
Hibkoy Iﬁ:‘ https:/f192.168.0.190/dana-adminfroles /roles.cgi j =3
tatus T Koles =
Configuration v
Hetwork » .
= New Role... I Duplicate... | Delete. . | Default Options..
Clustering »
LagfMonitoring 3
_g 4 Enabled settings
Signing In -
¥
= Administrators = é
[ w
Authentication  » Role col 8 & )
Delegation v 25 g el T@_’ E é =
w0 o4 i £ £ ®
I Users B E|z|F|E|E E|E|2
Authentication  *| [~ all employes v v
Roles v ]
——— r execUtives v
BT
' Resource Policies
office-roles
weh | © v v v v v
Files v Users v vovow
SAM B Systern created Users role,
Telnet/S5H 3
Terminal Services »
Wetwork Connect »
Meetings
Email Client
Systern v
Irnport/Export
Puzh Config
Archiving
Troubleshooting  »
Licensed to MetScreen Evalustion 4.0 A3DS0 4 Week Ext Juniperaguf Net
Copyright @ 2001-2004 Juniper Networks, Inc All rights reserved, %

E= 00 Bt

R —JG U4 SSL VPN #2Hft, All Emplyees, Excutives,
Office-roles, #1 Users, {Hi2M\EHTHH, M A AR SSLVPN Lfe
B AN —FE R, Eeln Users i (5 1 Core F1 SAM [ ZhREREER, ifif Office-Roles
A4 Core, SAM HINC (I REREHL . SXFE R 58 1 A (i) R s AN 22
oy
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9. f#F SSL VPN B1&/NTheeish

FIT SSL VPN F P AEVG 3] Y X BRI A, Bld: P58 Web AiRZ5#%, WE Web
Mail, P01A Loutes RS EE NI ERP R4 )2 — L4 2 %:, #2imit SSL
VPN ) = AN Th R HR R SE I o

4.1, {EH Core IhfeEsR

A SSL VPN & L FLH /£ %5 ) Roles=>All Employees-2>Web, 53] T E:

a Central Manager - Users Roles - Web Bookmarks - Microsoft Internet Explorer | |1|
THE @EE BEv kW TED B | &

Qre- Q- ¥ B B Pm= Jrwmx @3- L

Hibik(D) |@'| https: /192, 168.0.190/dana-adminjuser fhomepagelist.cgizrole=1113985215,499397.0

A Juniper’

NETWORKS

Central Manager Help | Sign Out

izl System

Foles >

all employee

Status

Configuration
Metwork

Clustering

Log/Monitoring

Signing In

i=i Administrators

Authentication  *
Delegation 3

= Users

Mew Bookmark I Duplicate: | Delete |ﬂl| Save Changes |

Authentication ¢
Roles » & Bookrmarks Resource

Mew User ™ 1. sina.com http:/fwww. sina.com/

Access to: Only this URL

i Resource Policies

Wweb "

Files v [%
SAM v

Telnet/SEH 3
Terminal Servicas »
Metwork Connect »
Meetings

Ernail Cliznt

Systermn B
ImporExport *
Push Canfig

= ,| 5== also web policies that apply to this rale:

Troubleshooting

® Access Contral ® Caching

=
[El== [T [ [5 [ mkemet

& i New BookMark, 752K K:
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=lelx|
D fWEE =B e IAD FHE0 ‘ w
Q-0 - [x @ | Par Jowmz & (2 o -
Hitik(D) |§] https:ji192. 168.0.190jdana-adminfuser fhomepagelist. caiPrale=1113985215,499397.0 j 3|
=
— +| Foles > all employes >
configuration | New Web Bookmark
Metwark »
Clustering N
Log/Monitaring  *

Signing In B Meman I
= Administrators

Authentication L3 DESCHPUDH: LI
Delegation v
= Users
Authentication r =~
Roles
Wew User ® URL: | Eample: http i #/uwn, domain. cornd

' Resource Policies

e »
Files

Auto -allowr

Use auto-allow to automatically add this web bookmark for thiz rale to the Web access control policy,

SAM ’
RO 3 [ Auto-allow Bookmark
Terminal Sarvices » © only this URL
Hetwork Connect »
' Everything under this URL
Meetings
Ernail Client
! Maintenance Display options
System L [ Open the bookmark in a new window
Irmport/Export b )
BEhenT [~ Do not display the URL address bar
Archiving . [~ Do not display the menu and the toolbar
Troubleshacting * [}g

save changes?

Save Changes I Save + New

* indicates required fiald Ll

[&] =2 EEEEEREN

fE’Name” I H OB E R 47, R B2 An WML, "7 LIS Corp
Web” %, ft’Description” HHEAAM K KA, FE"URL”HHIE A 2\ us i 1P
Hhk a2 FEHIRA

Rii%k"Auto-allow Bookmark”F1”Everything under this Url”, /i Save
Changes XFEELAIN T — MW EBEIRIIVI R 2% H

XF T Core B 7 —A Files 3t Ijfg ity S L5 B B A FAR I Web
BookMark —#f, 155 ik Web RERI B E IR

4.2, R SAM ThgERRIR

XA B CIFREIEET C/S SR N ERP R4E82 Lotus HIE K
Ui, WA SSL VPN Kjin fF i C/S R, U7 EEH 2] SAM JjkE
FiE, SAM A 2 F, —F2iE M T Windows lRAS ) SAM Bk, —fhiid
FIT Unix &4t SAM ik,

midi “Roles>All Employees-2>SAM”, 53| N,
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Central Manager - Users Roles - SAM Applications -osoft Internet Explorer - | = |5|
MHHE) SEE EEMW Wt IAD #E0 ‘ "

Qfe-0O - [x [ | Lo Jowmz €| (3- 12

Hibkoy |@‘| https:ji192.168.0.190/dana-admin/csjcs. cirrole=1113985215, 499397.0 j

A Juniper’

#3)

:entral Manager Help | Sign Dut

i System

Status Raolaz >

Configuration .| allem ployee
Hetwork .

Clustering 3

Log/Monitoring »
Signing In ’

Administrators

Authentication 3

Delegation L Add Application... Duplicate.. | Delete |

Authentication  +
Roles » WSAM supported applications [}S

Hew User

Resource P

Wb . i
Files 3
SAM 3
Telnat/S5H 3

Terrninal Services ¢

Mewwark Connect V| por clignt applications not listed above, specify what servers (if any) should be allowed, These servers will be accessible ta any

Meetings client application,
Ernail Slient

Add Server... Delete
Systemn 5

ImportiExport b
Push Config
Archiving

WSAM allowed servers

Troubleshooting

[
[&] =2 EEEEEREN

i Add Application, 53| K&,

Central Manager - Users Roles - SAM Applications - -osoft Internet Explorer ;|g|5|
D fWEE =B e IAD FHE0 ‘ |','
Qst-0 [ G| Den Jowsz @3 L -

Hitik(D) |@‘| https:jf 192, 165.0.190jdana-adminfcs/cs. caiPrale=1113985215,499397.0 j 3|

Tt T Eoles = sllemplogee >

configuration +| New Application

Hetwork v

e E Save Application I Save + New

Log/Monitoring  +

Signing In E ==
Administrators

Authentication  + * Mame; I

Delegation ’

Description: =]

- Users
Authentication  F
Roles >
Mew User

Application Type %

" Standard application ' Custom application

Telnet/$5H ’
T [t 13 * =
Srrains Sevices Filenama: | Example: "telnetexs", accepts * wildeards,
Metwork Connect »
e Path: | TT7 s ST o e, S e Hbneline,
Ernail Client MD5 Hash: I
Maintenance
System v
Imnpary/Export  * Mote: You can use symbolic tokens to provide paths relative to certain standard locations.
Push Config
Archiving

Save Application?
Troubleshooting  »

Save Application Save + New

* indicates required field

Licensed to NetScreen Evaluation 4.0 A3050 4 Wesk Ext. JuniperWauf Net
Copyright @ 2001-2004 Juniper Metworks, Inc All rights reserved,

=]

[&] =2 EEEEEREN

f£ Name ™', SHENMREFRIA T, W: Lotus 55, WIIRFEEAT iR 1 UG 42
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Description FhIAfER . WRK PN HET & H O KIIES Custom
application 7t Filename FIEN% P i AT F K47, WRAWE, £ Path
Ja M4, i Save application, Bl 52 T —> Sam 4 H L& .

Nz N IR P R A HE R R, 4 Lotus &%, 15k Standard
application, @ F~KE:

3 Central Manager - Users Roles - SAM Applications - Microsoft Internet Explorer = 1[
THE SIEE ERW WEw TARD  #E | -
1 W .\ o e 3
QFe-Q- ¥ 18 Q| Psx Jovax 8| 3- L [F-
HiA(0) [ €] heeps:/1192.186.0.190/dana-admin/esfcs.carole=1113985215.499397.0 = B ==
— 3] Eoles > all smploves > —
configuration +| New Application
Mt otk 5
EMEDRGE 5 Save Application I Save + New
Log/Monitaring  +
Signing In o=
= Administrators
Authentication * Mame: |
Delegati v
= =gston Description: a
= Users
Authentication
Roles =
Mew User _I
= oo o |

s .| Application Type

Files ="

o = n[%  Custom application

Telnet/$5H

Tetrninal Services » * dpplication: [Citrix NFuse

Metwork Connect + Lotus Motes

Meeatings Microgoft Outlook/Exchange

Ernail Client MNetBIOS file browsing

Systern

ImportfExport V| ‘gaye Application?

Push Config

Archiving % Save Application | Save + Mew

Troublashooting +

* indicates required fiald

Licensed to NetScreen Evaluation 4.0 AZ050 4 Week Ext, Juniper Woul Net
Copyright @ 2001-2004 Juniper Networks, Inc. All rights reserved. |

[E =t [T & [@ meemet =
7t Application HEH LS, HRHEMIFEIT S, iy Save Application BiT].

R A E ARG RS EE2A CIS NTEET, N T HEEIS, SSL
VPN ft A In—4> Application Server, FiT 5 241X A~ Server [i% R #5447 SSL
VPN B3R IF A H, A MAE SAM Hh g 57K £ 1% 5 o N R I 2% H

(Application).
i “Roles>All Employees-2>SAM”, 153 FK,
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Central Manage: sers Roles - SAM Applications -osoft Internet Explorer _|E‘|5|
MHHE) SEE EEMW Wt IAD #E0 ‘ "

Qre- Q- [¥ @ | POmm Jowmx &) (2 L5

Hitik(D) I@ https:{{192,168.0.190{dana-adminfcs/cs, cgizral

A Juniper’

113985215,499397.0 j

#3)

Central Manager Help | Sign Dut

Status Raolaz >

Configuration .| allem ployee
Hetwork .

Clustering 3

Log/Monitoring »

Signing In ’

Add Application... I Duplicate.. | De\etel

Users

Authentication  +
Roles » WSAM supported applications [}S

Hew User

Resource Pol

Wb . i
Files 3
SAM 3
Telnat/S5H 3

Terrninal Services ¢

Mewwark Connect V| por clignt applications not listed above, specify what servers (if any) should be allowed, These servers will be accessible ta any

Meetings client application,
Ernail Slient

Add Server... Delete
Systemn 5

ImportiExport b
Push Config
Archiving

WSAM allowed servers

Troubleshooting

[&] =2 EEEEEREN

A5 Add Server..., 53 TFHE,

Central Manage: sers Roles - SAM Applications -osoft Internet Explorer _|E‘|5|
MHHE) SEE EEMW Wt IAD #E0 ‘ "
Q- Q- [ [ M| Pe= Jowmx & (2 L3

Hitik(D) |@‘| https:jf 192, 165.0.190jdana-adminfcs/cs. caiPrale=1113985215,499397.0 j =3
-

W Juniper’

Central Manager

Help

Sign Out

Status | Roles > sll emplovee =
configuration | New Allowed Server
Metwark 3

Clustering 3 Mame; I

Log/Monitoring »

Description: =]

Signing In ’

Users [

* Saryer: I Marne or IP address
Authentication  » e i W T m e CHEEdE, Ve me £l s = mefmest e el
Roles 3 (10.10.10,20/255, 255, 255.0 or 10.10,10.20/8].
Hew User Port(s): I You can specify multiple ports as comma-delimited lists (1,2,3,4) ar ranges (1-4).
Resource Pol
ek >
Files 3 Save Changes I Save + New
SAM 3
Telnet/35H v

* indicates required field

Terminal Services »
Hetwork Connect *
Meetings

Ernail Slient

Maintenance

Systemn 5 .y
ImportiExport b

Push Config

Archiving v

Troubleshooting

& TSm0

1E Name IENRS 25114 %, 1E Server IEN IP #ilibeie4z . At
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Save Changes 5¢ /&AL & -
4.3, {#EH Network Connect ik

AT BBV IEOR AN B, AR EAE T UDP (ML, 11 SNMP S8 B2 75 22
Fi 31 Server Initialization Protocol )8 AR, X B st 75 2 SSL VPN 1) NC 1
By

i “Roles>All Employees->Network Connect”, 753 &

a Central Manager - Users Roles - Network Connect - Microsoft Internet Explorer - | = |5|
D EED SEW dEW TRO #Bu | &
Qe -Q-[¥ B G| P2 Jowmr @ 2 L[5 -

EAE(D) [€] hitps:1/192.168.0.190/dana-adminfncfnc_options. caitrole=1113985215.493337.0 x| B =E

¢ Juniper’

Central Manager

Help | Sign Dut

= System
Status Roles =
Configuration all em ployee
Hetwark

Clustering

MNetwork Connect

Log/Manitoting
Signing In

i Administrators
split Tunneling Options

Authentication

Delegation

Split Tunneling Modes

Choosa the mode for HC split-tunneling

Authentication  » " Disahle Split Tunneling

Relles ' & pllow access to local subnet

 pllow access tao local subnet with route change monitor

= Users

Mew Usar

= Resource Policies

" Enable Split Tunneling

Wweb »
Files > %
SAM +| Aute Launch and Upgrade Dptions
Telnet/$5H v
Terminal Services » [ Auto-launch Network Gonnect
Hetwork Connect + Use auto-launch to automatically start the Network Connect when users sign in
Mestings 1
Ernail Glient ¥ Auto-upgrade Network Connect
s e s e S
Systemn 5

ImporfExport  »| Savechanges?
Push Sonfi
e Save Changes
Archiving 3

Troubleshooting

ias that annlu ba this rala. LI

Zas alen Natwnrk Connact anlic

&l = [ [ & [ mtermet

MAEE )RR SSL VPN [ NC BB RN N 5, B aeugil H F gk

415 Internet, %&£+ Enable Split Tunneling .

A “Resources Police=»Network Connect-->NC Connection Profile”,

CEINNE
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Central Manage:

MHHE) SEE EEMW Wt IAD #E0 ‘ >

etwork Connect Connection Profiles - Microsoft Internet Explorer 1= x|

Q-0 [ 2 o| mr Jowmx @)

E

Hk(D) |@‘| hitps:if192.

A Juniper’

Central Manager

Status L3
Configuration  *»
Hetwark ’

Clustering 3

Log/Monitoring »

Signing In ’

Users
Authentication 3
Roles

Hew User

Resource Pol

Wb .
Files 3
SAM 3
Telnat/S5H 3

Terminal Services »
Hetwork Connect *
Meetings

Ernail Slient

Systemn 5
ImportiExport b
Push Config

Archiving v

Troubleshooting

=

168.0.190)dana-admin/policiesipalicy . cgirpolicy_type=nc-poals

#3)

Help | Sign Out

Network Connect Connection Profiles

wiew/Modify NC Server side configuration

MNew Profile.. Duplicate Delete... |ﬂﬂ Siave Changes |

L] rofiles resses ettings
» Profil 1P add DNS Setting Epipll i
to role
I_ 1, UfﬁCe‘iQ‘QUDI 1%2,168,0,12-22 Mo proxy server office-
Default roles

Search dient DNS servers first

Keyboard shorteuts: %
Use "<" and "2" keys to move seleced iterts up and down (rermernber to dick Save Changes after rearranging the list), Use Ctd+Plus and Ct+Minus to
expand and collapse all items,

GES

TSm0

& New Profile...., /8% T &:

MHHE) SEE EEMW Wt IAD #E0 ‘ o

ew Network Connect Connection Profile - Microsoft Internet Explorer 1= x|

Q- -[x & 0| Pae Jovmx &

Authentication
Delegation

Users
Authentication  »
Roles v
Mew User

Resource Pol

Wweb 3
File= *
SAM »
Telnet/55H 3

Terminal Services ¢
Metwork Connect »
Meetings

Ernail Clisnt

Maintenance

Systern 3
ImporyExpart 3
Push Config

Archiving v

Troubleshacting

Central Manage:
HED) [E] hetps:192.
ystem

Status »
Configuration S
Hetwark v
Clustering v
Log/Monitaring  *
Signing In v

168.0.190)dana-admin/policiesipalicy . cgi j =3

Metwork Connect Connedion Profiles >

New Profile

* Name: |\ Required: Label to referance this profile.

Description: =]

[ |

IP address pool

Specify the assignable [P sddress ranges for this profile, ane per line.

10,10,10,10-100

* 1P address poal; = Exarnples: [}s
10.10.10.50

[ |

Network Connect proxy server configuration

Specify a proxy server for use in this connection profile, if appropriate,

3

* No proxy server

" Automatic (PAC file on another server)

Server address:

" Manual configuration

Server; | Port: |D

[&] =t

TSm0
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3 Central Manager - New Network Connect Connection Profile - Microsoft Internet Explorer =18l x|

MHHE  EEEE EE( W IAM AR ‘ w
Qre-0 - [x & 0| Pex Jrumx @ =
Hk(D) |§"| https://192. 168.0, 190/ dana-adminjpalicies/policy i =l 23|

= 5
To ovetride the standard DNS settings, spedfy custom settings for this profile here

Primary DNS: I 1P address

Secondary DNS! I 1P address

DHS Domaindsy: I Example: "company.com, company.net”

WINS: I Mzrne ar 1P addrass

DNS search order
If =plit tunneling is enabled, select the DNS server seard h order,
i+ Search client DNS first, then IVE
" Search IYE DNS servers first, then client

Roles

* Policy applies to ALL roles
 Policy applies to SELECTED roles
" Policy applies to all roles OTHER THAN those selected below

available roles: Selected roles:

Users Add -= (nane)
all erployee

executives Rernove
office-roles 4

save changes? —l

Save Changes | Save as Copy. |

ks =]
EES TSm0

7£ Name "HN, NC /- ECH#ibE#4Z#R, 7E IP Address Pool H14H A NC fi /]
(¥ 1P #hhbit, EFER ARSI NC KA P i ERBERE S, R VRS %
B RS DNS, LA AR P (¥ DNS BEHWIRFF, EFX% Policy & A
.

fiily Save Changes, 52/ NC [ E

ER: WMR—AAEEEE Core, SAM HITHREEIR, B NC KIZhReiR, XJUAHIThRE
BREPAT ST R Core>SAM>NC, st 2 W INRE —MH P FEA SSL VPN JEER T
NC #H, EREMERIE TV AMNE Web FRE2ER, MKIBMREFAKR Core #ER, XAH
EAFE.

25



F. BEIRVT I

SSL VPN M{& 4t IPSec VPN H K HJIX 72—, #i& SSL VPN #i4 BH
JER SR R, Wt w s — M BN SSLVPN 25, fliAGER IPSec
VPN F P HSRE R 07 10 4 1R B A 205, T A 2% 52 SSLVPN 1 BR 1, A PR
B U7 i) Y X BER  IXRESE AR S VPN 4% 1 22 AR e 1t

5.1, Core 1 SAM HIE Bzl

Hi “Resources Police2Web-2Access Control”, 5% FE:

3 Central Manager - Web Access Policies - Microsoft Internet Explorer - | = |5|
THHE) WEE SEW ke TAM  #he |

Qe -0 1x) 12 b s owmx @] - L -

ttps: /{192, 168.0, 190jdana-adminfpolicies/policy caifpolicy _type=web-access
HIIHD) €] https: jdana-adminjpolicies/pol I b

¢ Juniper’

Central Manager Help

T B==

Sign Out

= System

Status ‘| Web Access Policies
Configuratian
Metwark
Clustaring

Log/Maonitoting  »

1es that apply to! ENplE =
New Policy.. Duplicate | Delete... |L|L| Siave Changes |

Signing In

= Administrators

FAuthentication

Delegation

= Users 5] » Folicies Action Resources applies to role

Authentication  *| [~ 1. Initial Open Policy Allow ok All roles
Roles v Allows all web browsing! Remove to restrict access to web

Mew User resources,

i Resource Policies

web

Files 3
SAM *| Keyboard shortouts:
Telnet/s5H +| Use "< and "m" keys to move selected items up and down (refnember to dick Save Changes after rearranging the list), Use Ctd-+Plus and Ctd+Minus to

expand and collapse all items.
Terminal Services ¢

Metwork Connect »
Meetings
Ernail Clisnt

i Maintenance

Systern 3 |
Impory/Export
Push Config
Archiving v
Troubleshooting +

I
[&l =t [ & [ mermnet

SSL VPN 272 s in— 544 1Y) Web Access $E1& , 787 F 7 il iif 5 Web

R New Policy..., /2] &, RKEILHTH Web Access %l .
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a Central Manager - New Web Access Policy - Microsoft Internet Explorer - | = |5|
MHHE) SEE EEMW Wt IAD #E0 ‘ O
Qe -Q - [x @ ] Pr= Jowmx @ (3- L5

Hk(D) |§] https://192. 168.0, 190/ dana-adminjpalicies/policy i =l 23|

Tgring I __lA

= Administrators * Name: 1 Required: Label to referance this policy,

Delegation 3

Authentication  » Description: =]
i Users

Authentication 3

Roles

iz Hesy Resources
= Resource Policies [}g
Specify the resources for which this policy applies, one per line.

=] E amples:
hittp 1/4#, darm ain. com/public*
http st/ www.domain. com1443/%
10,10.10,10/ 255,255,255, 00 80,443/ public/®
LI 10.10.10,10/24:2000-9000/%

"l * Resources: ’

Metwark Connect »
Meetings
Ernail Client Raoles

System v
Imnpart/Export  * " Policy applies to SELECTED roles
Push Config
Archiving
Troubleshooting  »

* Palicy applies to ALL roles

 Palicy applies to all rales OTHER THAN thase selected below

Available roles: Selected roles:

Users Add > | (nane)

all ernployee

executives Rernove

office-roles _

Action

+ Allow access

(" Deny access

e Pk ailad Bolae mvemilabkle = frae wan mlinl 1S a0wm Chamansty LI

[&] =2 EEEEEREN

f£ “Name” HIHAN Web ZHEHIAFK, £ “Resources” H I A %]
B, T LURYE Hitp, Hitps Pr, URL, B2 5B hkithok 2 i i ¥ I8,
£ “Roles” Hr, EFX B X THEN A AN, ££ “Action” HikHE X
BRI T e 5E PR A C e 75 B AT e V5 i)

XRERR L T —4% Web Access J7 T B 7 1] 421 .

5.2, SAM 1 NC B9 iES el

5 i “Resources Police> SAM-- Access Control”fll “Resources
Police> Network Connect-- Network ConnectAccess Control”, Htn] LA
SAM Al NC PSR ) B2 17 ] 25 i) 571

BTN E T AL AN Web Access H#Hil 2 —HEHT, RIE1E SAM HhEEl
HL{E TCP bty URT 1P 1) B2, 1T 7E NC A U 58 00 2 76 6 AN [R] B is 1P, TCP,
ICMP, UDP 25751 ) ACL %l .
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N BEEHE

6.1, RGHEE

Juniper ] SSL VPN H G E A7 AR W EEWR 4w, 5
—HEN SSL VPN &3 G S, SSL VPN £ /R4S H R — NP2 M)
ﬂ%yﬂx’ ﬁD‘F'

D

THHE WEE SEW dWe TAD A | &
q - s A

QrE-© - [x] [&] 0| Pme Jowmr @] (- L H-

Hdikioy IE https: 192, 1638.0,190/dana-adminfmiscladrmin, cgi j b2

Authentication 3 AI
G 1

System Capacity Utilization

Foles 3

Mew Lsar

I Resource Policies

Wab 3
Files 3
SAM 3
Telnet/SSH 3

Tetrminal Services »
Network Connect »
Meetings

Ermnail Clisnt

= Maintenance

Hits Per Second (Edit | ¥ Dounload)

Loggin: ish: 0% Full
System v ERIDE] N
e e Max Licensed Users: 1000
Fush Confia Bl
v NB signed-In Users:

Troubleshooting »

Signed-In Mail Users:

111 40
B Hits Web Hits B File Hits

=
[ = ’_ ’_ ’_ ’_ ’—é— £ Internet

FEXEIE, AT LA RS BRTRIE R P&, S0P Ad%, CPU
LRI, Rk 8 DR RGBS AT RF SR RIS 5 2, X T A
FRPHRES AR T —H 748 SSL VPN HPIRZS, XANThAERE Juniper SSL
VPN MATH), P2 R/ 87 il A R & X R DI RE .
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6.2, BEZRS

, FE=ATTmEREE, 26l
SR HS A ARE VER S, B

TRERFETFZEL, EH AT UEE Filter REFH

Juniper SSL VPN 1 H £ R G IEH 4
HPHE, EEAHEMARGHE,
)8 Rl I), B R & SR AT
H OB HEEE.

#iili “Log/Monitoring-2>User Access Log-->log”

g

2

AT LS 2 5 1)

Central Manager - User Access - Microsoft Internet Explorer

THHE) REE EEY WEE TAD #EH

QrE-0 - [x] 3 _;j|/,_13§§ &

HitiH(D) I@ https:j§192.168.0.190jdana-adminflog/logviewer .caittype=access

161 x]
| &

-1 3 -

sl B
_j

Authentication 3

Rolzs Save Log As | Clear Log |

Mew User

Resource Pol

Filter: Standard (default]

Terrninal Services
Metwork Connect
Meetings

Ernail Clisnt

Maintenance

Troubleshosting

AUT23457
In

AUT22286

AUT22181

AUT22923
AUTHSTD
AUT22272
AUT22923
AUT226732

In
AUTQZSTU

AUT22457
AUT23457
AUTZ22457
AUT22457
ALT23457
AUT22925

AUT22672

In
AUTZZE,?U

AUT23355

liofe P PEE]

web B Date: Cldest to Newest

Files v Query:

3aM .| ExportFormat: Standard |
Telnet/$5H +| Sewerity ID Massage

2005-05-12 11:05:16 -

Reasan: Failed

2005-05-11 19:55:36 -
inactivity. Idle session identified during routine systerm scan.

2005-05-11 18:41:35 -

been terminated.

2005-05-11 18:20028

192,168.0,188 for user 'tes

2005-05-11 18:10:20
132.168.0.188,

2005-05-11 18:10:20
2005-05-11 18:10:27
2005-05-11 18:09: 31

2005-05-11 18:08:25
132.168.0.188.,

2005-05-11 180828
2005-05-11 18:07:57
2005-05-11 18:07:25
2005-05-11 18:07:11
2005-05-11 18:06:58

2005-05-11 18:05: 24
‘aa txt not found',

2005-05-11 18:05:12

2005-05-11 18:05;15
192,168,0,188,

2005-05-11 18:04:29
2005-05-11 18:03: 332

ive - [192,168.0,188] shawn(Users)[] - Login failed using auth server Systern Local (IVE Authentication).
ive - [192.168.0,188] test{office-realm)[office-rales] - Session timed out for test/ office-realm dus to

ive - [192.168.0,186] test{office-realm)[office-rolas] - Session for user test on host 192,168, 0,188 has

Systern v AUT22927 2005-05-11 18:41:35 - ive - [192,168.0.138] test(office-realm)[office-roles] - System process detected a Host Checker time out
on host 132,168.0.188 for user test (last update at 13:30:28 2005/05/11).
Import/Export »
= AUT22923 2005-05-11 18130128 - ive - [192,168,0,138] test(office-realm)[office-rales] - Host Chacker palicy 'as’ passed on host
e 132,168.0.185 for user “test’
Archiving v

e - [192,168,0,188] test{office-realm)[office-roles] - Host Checker policy 'aa’ passed on hast

ive - [192,168.0.188] test(office-realm)[office-rales] - Login succeeded for test/office-realm from

ive - [192,168,0,188] test()[] - Host Checker realm restrictions successfully passed for test/office-realm
ive - [192.168.0,188] Systara()[] - Host Checker policy 'aa’ passed on host 192.168.0,188

ive - [192,168.0.188] test(office-realm)[office-roles] - Logout from 192,168, 0,188

ive - [192,168.0,188] test(office-realm )[office-roles] - Login succeeded for test/office-realm from

ive - [192,168,0,188] test(.local)[] - Login failed, Reason: MoRoles

ive - [127.0.0.1] test(.local)[] - Login failed. Reason: HoRoles

ive - [192,168.0.188] test(.local)[] - Login falled. Reason: HoRoles

ive - [192,168,0,188] test(.local)[] - Login failed, Reason: MoRoles

ive - [192.168.0,188] test(.local)[] - Login failzd, Reason: MoRoles

ive - [192,168.0.188] Systern()[] - Host Chacker policy 'aa’ failed on host 192,168.0.188 . Reason:

ive - [192,168,0,188] test(office-realm)[office-roles] - Logout fram 192,168, 0,188
ive - [192,168.0,198] test(office-realm)[office-roles] - Login succeeded for test/office-realm from

ius - [192.168.0.188] test( local)[] - Account disabled by password managemnent on suth server ‘ivelocsl

ive - [192,168.0,1881 testl local il - Account dizabled by password management on auth server 'ivelocal'

GG

WMRMEE Rg HEME R
“ Log/Monitoring-->Event Log---log

Access Log --=>log” BiH],

LA H 03 A BRI 2 H G R (s —
X H EEERITE, SSL VPN Wit

e s oot

RHE, s
PAS AR BN

H“ Log/Monitoring-->Admin

LT, IR AR =5 AR Ak
H& EALRZhAE, Wk

s “Archiving->Ftp Archiving”, /53] T &
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a Central Manager - Archiving to FTP Server - Microsoft Internet Explorer - | = |5|
D fWEE =B e IAD FHE0 ‘ w
5 y @ AL 3 1A

Q- - [x [ G| P2 Jowwx @ 2- L[5 -

Hk(D) |@‘| https:/{192. 168.0, 190/ dana-adminfarchiveiarchive .cgi =l 23|
Status | Archiving To FTP Server 4]
Configuration  *

Metwork v
Clustering »
Log/Maonitoring  +
Signing In +| You can schedule automatic archiving of log data, system configuration, and user accounts. To do so, specify an FTP accessible

£ pdministrators location for the data, an FTP account to use, and the specific schedule for each type of archived data.

Authentication 3

el .| Archive settings

= Users

Authentication  + Archive Server: I Marme or IP address
Destination Directory: I
Hew User
iz Resource Pol FTP Username: I

Roles

el s FTP Password: I
Files v
SaM v & =
Telnet/55H j Emhissschechie g
Select one or more components to schedule an archive.
Terrninal Services »
Metwerk Connect » [ Archive events log [}S
Meetings

Ernail Client

v Archive user access log

Systemn v Use this filter: |W3'31 W3C =

Importy/Export >

Push Config Sun Mon Tue Wed Thu Fri Sat | ¢ Ewery hour (00:00am till 11:00pm) |
Archiving v

r O O O | & specified Time: [00:00 A 'I

[" Clear log after archiving

Troubleshooting *

" Archive admin access log

[T Archive system configuration

[
[&] =2 EEEEEREN

7£ “Archives Setting” 1, A FTP RS 23 HAH(E B, 1 A “Archive
User Access Log” , EFids H BN E LA, BIArsgp bk
AP HERRE.

6.3. REGHHK

SSL VPN ARG TH 4, AR faj .
HFRE S “System->Upgrade/Downgrade” /5, & T K HiE#:
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a Central Manager - Install Service Package - Microsoft Internet Explorer - | = |5|
MHHE) SEE EEMW Wt IAD #E0 ‘ "

Qfe-Q - [x [ M| Ler Joumz 8| (31 H-
Hitik(D) Iﬁ:‘ https:{192.168.0.190/dana-adminfuploadjupload. cgi
N Juniper’

Central Manager Help | Sign Dut

= System

Status

Install Service Package

Configuration
Hetwark

Upgrac

Clustering

Log/Manitaring Installing a service package can take several minutes and requires the IVE to reboot, Because existing system data is backed up

during this process, you can decrease installation time by clearing your system log before trying to install a service package.

Signing In

= Administrators

Authentication  +| Service package to install: | s, .. |

Delegation 3

= Users Delete all system user [ DELETES all system and user configuration data before installing the service package, restoring the member to an
oo epee— unconfigured state, Uze this option if you want to dovngrade to 2n older service package than the currently installed
‘ package, Do NOT check this box if you want to retain existing settings and data during 2 systern upgrade to a newer
Roles . service package.
Hew User

Note: This option does not change the factory image.
& Resource Policies

Web v Install Mowy
Files »

SAM (3

Telnet/$5H v

Terminal Services » [%

Hetwork Connect *
Meetings
Ernail Slient

Systemn » .y
ImportiExport b

Push Config

Archiving v

Troubleshooting

[
[&] =2 EEEEEREN

AdRE, EECEREHRE SSL VPN FE1EAeE, AR5 S Install
Now, BIwJ5Em &1 RS2

6.4, WEHE

SSLVPN W& T2 Hkxr L E, 41 TCP DUMP, System Snapshot, Ping
A1 Traceroute Z5dr4-, FRIPIE A AL AR I I, G884 7870 1 TR FBL
e v AT, AR R ) R 5 A 7 1) R 3R PR 4

A “Troubleshooting-->Tcp Dump”, 53| T &
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=Bl
THHE SEE SEY W TAD | &

Qe - O~ ¥ (3 ()] Dom Jowmx @ (3 1

Hibkoy I@ https:§192.168.0.190/dana-admindiag/diag. cgira=td

Central Manager Help | Sign Dut

= System
Status | Troubleshooting
Configuration
Hetwark
Clustering B = e e = =
T This allows you to sniff the packet headers on the network, and save them in a dump file.

Signing In

TCP Dump Status: Stopped

Authenticat v :
uthentication Interface: & Internal Port ¢ External Port

Delegation 3

= TS Promiscuous mode: @ On  Off
Authentication

Roles = Filter: I
Hew User

Wb 0 Start Shiffing
v

Filzs

SAM 13

Telnet/S5H

Terrninal Services » Q
Hetwork Connect ©

Meetings

Ernail Client

=l Maintenance

Systemn
ImportiExport b
Push Config
Archiving
Troubleshooting +

[
[&] =2 EEEEEREN

fE3E4T Tep Dump B, 3E3%7E SSL VPN FJpy Tk sk 13E4T Sniffer, SR47 5
o “Start Sniffing” 7t T A AR USRS PR ki .

Wk — B R G, s “Stop Sniffing”, BRI LLE R4S, SSLVPN 24
7~ AR ISCER JE B BEE S AR B B T L b o XN S0 e LA Ethereal
BAHTIT

s “Troubleshooting-->Commands”, 5% F&:
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3 Central Manager - Troubleshooting 1= x|

THHE SEE SEY W TAD | A
5 y @ AL = TR

Qre- Q- [x & G| Par Jowmz @] - 1

Hitik(D) I@ https:{192.168.0.190/dana-adminfdiag/diag.cgi

A Juniper’

Central Manager Help | Sign Dut

= System

Status Troubleshooting

Configuration
Hetwark

Clustering

Log/Monitoring
Signing In

= Administrators

Authentication 3

Delegation v
= Users

Authentication  »| Output:
Roles *

Hew User

Web v

Files »

SAM (3
Telnet/$5H v

Terminal Services »
Hetwork Connect *
Meetings

Ernail Slient

Systemn 5 |
ImportiExport b

Push Config

Archiving v

Troubleshooting

[
[&] =2 EEEEEREN

SSL VPN 3 #:-FIH Ping, Traceroute, Nslookup 1 ARP iX PU/ i 4 34T
P 2% 22 IR KT FE B

f£ “Command” 1, EFANKIa4, 7£ “Target Server” HiHEA HFx IP
ks R4, i OK, JFaHAT A4

7E “Output” HA] LUE B AN S HAT 145 R .
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